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China harvests masses of data on Western targets, documents show

Stars and Stripes

A Chinese flag hangs near a security camera outside of a shop in Beijing on Oct. 8,
2019. (Mark Schiefelbein/AP)

By Cate Cadell, The Washington Post

December 31, 2021 at 5:13 p.m. EST
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China is turning a major part of its internal Internet—data surveillance network outward,
mining Western social media, including Facebook and Twitter, to equip its government
agencies, military and police with information on foreign targets, according to a
Washington Post review of hundreds of Chinese bidding documents, contracts and

company filings.
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China maintains a countrywide network of government data surveillance services —
called public opinion analysis software — that were developed over the past decade

and are used domestically to warn officials of politically sensitive information online.
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The software primarily targets China’ s domestic Internet users and media, but a Post
review of bidding documents and contracts for over 300 Chinese government projects
since the beginning of 2020 include orders for software designed to collect data on
foreign targets from sources such as Twitter, Facebook and other Western social

media.


https://www.stripes.com/theaters/asia_pacific/2022-01-01/china-harvests-masses-of-data-on-western-targets-4143866.html
https://www.washingtonpost.com/people/cate-cadell/
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President Xi Jinping casts his vote during the closing session of the National People’s
Congress at the Great Hall of the People in Beijing on March 11, 2021. (Sam
Mcneil/AP)
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The documents, publicly accessible through domestic government bidding platforms,
also show that agencies including state media, propaganda departments, police,
military and cyber regulators are purchasing new or more sophisticated systems to

gather data.
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These include a $320,000 Chinese state media software program that mines Twitter
and Facebook to create a database of foreign journalists and academics; a $216,000
Beijing police intelligence program that analyzes Western chatter on Hong Kong and

Taiwan; and a cybercenter in Xinjiang, home to most of China’ s Uyghur population,

that catalogues the mainly Muslim minority group’ s language content abroad.
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“Now we can better understand the underground network of anti—China personnel,”
said a Beijing—based analyst who works for a unit reporting to China’ s Central
Propaganda Department. The person, who spoke on the condition of anonymity to
discuss their work, said they were once tasked with producing a data report on how

negative content relating to Beijing’ s senior leadership is spread on Twitter, including

profiles of individual academics, politicians and journalists.


https://www.washingtonpost.com/technology/2020/12/08/huawei-tested-ai-software-that-could-recognize-uighur-minorities-alert-police-report-says/?itid=lk_inline_manual_8
https://www.washingtonpost.com/world/asia_pacific/china-xi-jinping-history/2021/11/05/387835c8-388f-11ec-9662-399cfa75efee_story.html?itid=lk_inline_manual_9
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These surveillance dragnets are part of a wider drive by Beijing to refine its foreign
propaganda efforts through big data and artificial intelligence.

They also form a network of warning systems designed to sound real-time alarms for

trends that undermine Beijing’ s interests.
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https://gcn.com/cybersecurity/2022/01/avoid—being—held—captive—ransomware—
secure—reliable—backups/360351/
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https://gcn.com/emerging—tech/2022/01/nist—-measures—trees—impact—5g—
networks/360516/
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https://www.paloaltonetworks.com/blog/2021/08/ransomware-crisis/
https://gcn.com/cybersecurity/2022/01/avoid-being-held-captive-ransomware-secure-reliable-backups/360351/
https://gcn.com/cybersecurity/2022/01/avoid-being-held-captive-ransomware-secure-reliable-backups/360351/
https://gcn.com/voices/shourjya-mookerjee/18890/?oref=gcn-post-author
https://www.nist.gov/
https://gcn.com/emerging-tech/2022/01/nist-measures-trees-impact-5g-networks/360516/
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tactile mobility

https://gcn.com/cloud=infrastructure/2022/01/detroit—tests—cloud—enabled—pavement—
monitoring/360854/
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https://gcn.com/data—analytics/2022/01/las—vegas—taps—digital—twin—
sustainability/360847/
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https://www.bing.com/videos/search?q=tactile+mobility&qpvt=tactile+mobility&FORM=VDRE
https://tactilemobility.com/technology/#:~:text=TACTILE%20SOFTWARE%20PROCESSOR%20Residing%20on%20one%20of%20the,an%20aftermarket%20device%20connected%20to%20the%20vehicle%20CANBus%2FOBD.
https://www.flatrockmi.org/uploads/Library/Files/Site-HomePageNews/PASER%20Study%20ver%204%2017%2014.pdf
https://www.bing.com/videos/search?q=tactile+mobility&qpvt=tactile+mobility&FORM=VDRE
https://gcn.com/cloud-infrastructure/2022/01/detroit-tests-cloud-enabled-pavement-monitoring/360854/
https://gcn.com/cloud-infrastructure/2022/01/detroit-tests-cloud-enabled-pavement-monitoring/360854/
https://www.ces.tech/
https://www.axismag.jp/posts/2022/01/443222.html
https://ja.wikipedia.org/wiki/%E3%83%A2%E3%83%8E%E3%81%AE%E3%82%A4%E3%83%B3%E3%82%BF%E3%83%BC%E3%83%8D%E3%83%83%E3%83%88
https://ja.wikipedia.org/wiki/%E3%83%A2%E3%83%8E%E3%81%AE%E3%82%A4%E3%83%B3%E3%82%BF%E3%83%BC%E3%83%8D%E3%83%83%E3%83%88
https://www.iotone.com/supplier/terbine/v1702
https://gcn.com/data-analytics/2022/01/las-vegas-taps-digital-twin-sustainability/360847/
https://gcn.com/data-analytics/2022/01/las-vegas-taps-digital-twin-sustainability/360847/
https://gcn.com/voices/stephanie-kanowitz/18811/?oref=gcn-post-author
https://idwr.idaho.gov/water-data/water-rights-accounting/WD63/
https://en.wikipedia.org/wiki/Boise_River
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https://gcn.com/cloud—infrastructure/2022/01/saving—water—real-time—data—
collection/360921/
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https://gcn.com/data—analytics/2022/01/gis—enlisted—equity—and—social—justice—
analysis/360401/
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https://gcn.com/data—analytics/2022/01/ohio—launches—platform—match—foster—
children—families/360251/



https://www.paigewireless.com/
https://www.cisco.com/c/ja_jp/solutions/small-business/cloud/networking.html?dtid=pseyho000786&ccid=cc001571&oid=satsas026934&KEYCODE=001484820&POSITION=SEM&COUNTRY_SITE=jp&CAMPAIGN=sb-01&CREATIVE=JP_SEM_SMB_OUE-Brand_EM_B_NOA-YAH_0_0_Observation_JAP-OUE-meraki&REFERRING_SITE=Yahoo&KEYWORD=cisco%20meraki&yclid=YSS.1000989364.EAIaIQobChMIitXtxezJ9QIVkGSLCh07gQRNEAAYASAAEgK0L_D_BwE&gclid=CJOips7syfUCFYQevAodZ1kDfg&gclsrc=ds
https://www.cisco.com/c/ja_jp/products/wireless/ultra-reliable-wireless-backhaul/index.html
https://www.cisco.com/c/ja_jp/products/wireless/ultra-reliable-wireless-backhaul/index.html
https://gcn.com/cloud-infrastructure/2022/01/saving-water-real-time-data-collection/360921/
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https://www.esri.com/arcgis-blog/products/arcgis-solutions/local-government/social-equity-analysis-solution-released/
https://www.esri.com/arcgis-blog/products/arcgis-solutions/local-government/social-equity-analysis-solution-released/
https://gcn.com/data-analytics/2022/01/gis-enlisted-equity-and-social-justice-analysis/360401/
https://gcn.com/data-analytics/2022/01/gis-enlisted-equity-and-social-justice-analysis/360401/
https://www.britannica.com/place/Ohio-state
https://www.connectourkids.org/
https://www.peoplesearch.jobs/
https://www.peoplesearch.jobs/
https://familyconnections.org/
https://gcn.com/data-analytics/2022/01/ohio-launches-platform-match-foster-children-families/360251/
https://gcn.com/data-analytics/2022/01/ohio-launches-platform-match-foster-children-families/360251/
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https://gcn.com/data—analytics/2021/12/cincinnati-maps—food—insecurity—
gaps/360119/
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https://gecn.com/cloud=infrastructure/2022/01/wyoming—heath—it—-modernization—
nears—completion/360634/
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delivery/360733/



https://ja.wikipedia.org/wiki/%E9%A3%9F%E3%81%AE%E7%A0%82%E6%BC%A0
file://///192.168.0.201/share/LS510/share/0.DGOD/2022/86(1月）/Cincinnati%20tristate%20area
file://///192.168.0.201/share/LS510/share/0.DGOD/2022/86(1月）/Cincinnati%20tristate%20area
https://www.bing.com/images/search?q=councilman+greg+landsman&qpvt=Councilman+Greg+Landsman&tsc=ImageHoverTitle&form=IGRE&first=1
https://www.cincinnatichildrens.org/
https://ja.wikipedia.org/wiki/%E3%82%B7%E3%83%B3%E3%82%B7%E3%83%8A%E3%83%86%E3%82%A3
https://www.kroger.com/
https://freestorefoodbank.org/
https://growingbeyondhunger.org/
https://growingbeyondhunger.org/
https://gcn.com/data-analytics/2021/12/cincinnati-maps-food-insecurity-gaps/360119/
https://gcn.com/data-analytics/2021/12/cincinnati-maps-food-insecurity-gaps/360119/
https://health.wyo.gov/
https://health.wyo.gov/healthcarefin/wyoming-integrated-next-generation-system-wings-project/
https://gcn.com/cloud-infrastructure/2022/01/wyoming-heath-it-modernization-nears-completion/360634/
https://gcn.com/cloud-infrastructure/2022/01/wyoming-heath-it-modernization-nears-completion/360634/
https://outdoorflorida.org/home.html
https://www.nextgov.com/cio-briefing/2021/05/survey-1-3-experience-slow-service-engaging-government/173994/
https://gcn.com/state-local/2022/01/6-strategies-better-mobile-services-delivery/360733/
https://gcn.com/state-local/2022/01/6-strategies-better-mobile-services-delivery/360733/
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https://gcn.com/emerging—tech/2022/01/iarpas—smart—e—pants—design—responsive—
clothing/360467/
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https://gcn.com/emerging—tech/2022/01/iarpas—smart—e—pants—design—responsive—
clothing/360467/
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https://gear-net.com/%e3%83%8b%e3%83%a5%e3%83%bc%e3%82%b9/199969/%e9%9b%bb%e5%ad%90%e4%b8%8b%e7%9d%80%e3%81%be%e3%81%9f%e3%81%af%e3%82%b9%e3%83%9e%e3%83%bc%e3%83%88e%e3%83%91%e3%83%b3%e3%83%84%e5%b8%82%e5%a0%b4%e3%81%ae%e9%9c%80%e8%a6%81%e3%80%81%e7%8a%b6%e6%b3%81/
https://www.abbreviationfinder.org/ja/acronyms/iarpa_intelligence-advanced-research-projects-activity.html
https://www.abbreviationfinder.org/ja/acronyms/iarpa_intelligence-advanced-research-projects-activity.html
https://www.otsuka-shokai.co.jp/words/smart-textile.html
https://www.iarpa.gov/newsroom/article/smart-electrically-powered-and-networked-textile
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https://www.police1.com/company-directory/908-devices/products/
https://908devices.com/
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https://gcn.com/emerging-tech/2022/01/iarpas-smart-e-pants-design-responsive-clothing/360467/
https://www.ntt.com/business/services/network/interconnect/flexible-interconnect/knowledge/archive_03.html
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https://gecn.com/cloud-infrastructure/2022/01/3-phases—journey—multicloud/360619/
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Krishna Sai. gcn, JANUARY 7, 2022
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ADTITEBENBIZTDONT, AlOps ~DELIGEEEI>TLSDOMEHEIZHMYFETS,
AlOps (&, ATHIBELHMFBZEMALT.IT REL2UIOKEDT—HEFEL. &
MLT. RN —ODEREEEIRVZBEELT HETY,
AlOps is the use of artificial intelligence and machine learning to digest and
AlOps AT 5L YT —VEBEE T NENLET LTI ZTELHD3TIC
YA SERFEEF VUM LEERL, BUFD IT ERAZEEILT HIENTEET,
BIFFHEREAY AlOps ZERATERLELERNTFE RYNT—VDERIEIZEITERDKE
BREXRYYFTEOIT. EQKIIMBEDITEHIENTEINERTAELLD

https://gecn.com/cloud—-infrastructure/2022/01/how—agencies—are—benefitting—
aiops/360499/
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Susan Miller, gcn, JANUARY 7, 2022
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https://www.vmware.com/topics/glossary/content/multi-cloud-strategy.html
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https://gcn.com/cloud-infrastructure/2022/01/how-agencies-are-benefitting-aiops/360499/
https://blockchainhub.net/tokens/#:~:text=The%20first%20blockchain%20tokens%20were%20the%20native%20tokens,part%20of%20the%20incentive%20scheme%20of%20blockchain%20infrastructure.
https://sbir.smrj.go.jp/about/develop.html
https://www.transportation.gov/
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https://sam.gov/opp/81c7f08469aa493ca4e7e01c943ed368/view
https://www.transit.dot.gov/
https://www.cualit.com/gamified-blockchain/
https://www.cualit.com/gamified-blockchain/
https://sbir.smrj.go.jp/index.html
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https://gcn.com/emerging—tech/2022/01/can—blockchain—tokens—drive—smarter—
commuting—choices/360513/
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JA—=NL-FNA - TA—=F LT TG RAETIE. TORINIURTF—A—
DIAVEEHDSLETHANHELTERT HZDEENALNZLEY ., TnERRT S
=6 DEV R RRENFLONFELT,

GGF MARBRERLIZTIOAIL-)—F—X-Z3T41F. D FILTTORILLNSURT
A—A—2a FHEL TS 7T ADF2aFIL-TIORIN-)—F—~DAFE1—TH
DNVTULET,

AVBEA—TIE. TORI-RRL-TSIVTA4 RT3 T HEEEDORBELFFMEL. T2
WEEEDESIZER/ITEMNIDONT 7T DOMEERLTLET,

ALUR—FTIE, FEBAAD)—F—0KREN. TOAILNIVRTA— A3 ZHHET
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https://www.globalgovernmentforum.com/global-report-reveals—senior—officials—lack—

understanding—to—drive—digital-transformation—of—-government/
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Globalgovernmentforum. 24/01/2022
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FOTHEEEIAMLL EEENHIB SN, REELLVEBEBOSLVEEZIEHTED
SO BHEZEZTWNASERZELTLET,
HRMIZR T, AHEBBEIIT ORISR TH—A—a0~DEESATHET, LH
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https://www.globalgovernmentforum.com/the—path—to—digital-government/
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https://www.digitalnewsasia.com/business/malaysias—dropee—raises—us7—mil-series—

increase—digitalisation—smes
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Kirana Aisyah. opengovasia. January 8, 2022
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https://vynncapital.com/
https://www.hcljapan.co.jp/about/
https://www.resolutionfoundation.org/ventures/#:~:text=Resolution%20Ventures%20exists%20to%20back%20innovative%20start-ups%20seeking,to%20improve%20the%20prospects%20of%20low-to-middle%20income%20Britain.
https://www.lkfgroup.com/
https://www.lkfgroup.com/
https://www.chinamoneynetwork.com/tag/lkf-capital
https://forbesjapan.com/articles/detail/45516
https://www.brama-one.com/
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Andy Patrizio, Network World. JAN 25, 2022
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Europa. 18 January 2022
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Higher education: deeper transnational cooperation (europa.eu)

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_365
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https://ec.europa.eu/commission/presscorner/detail/en/ip_22_365
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https://en.wikipedia.org/wiki/Conference_on_the_Future_of_Europe
https://futureu.europa.eu/assemblies/citizens-panels?locale=en#:~:text=The%20European%20Citizens%E2%80%99%20Panels%20are%20a%20key%20feature,through%20random%20selection%2C%20from%20the%2027%20Member%20States%3B
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https://futureu.europa.eu/processes/Democracy/f/5/meetings/80851?locale=en

£ 3 EASEOEARELETE.TMMOREEER MHELIERN. FOXER. T2REE
SUEEE). IRE. BEEIICEET 2/ RILAHELI: 90 DIREL. FEDTH R/ ARILAH
LI-BLEREEZFEDHFELT,

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_445

SEREZBEMNA MMEERELEU LERROFH(TIHILE, EU)

Europa . 23 January 2022
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https://ec.europa.eu/commission/presscorner/detail/en/statement_22_446

LRBERCEILBLEA—DOHEEEEZTSH BEMNRDVT T YAk 55%E EEBR (T
SRIVHT NV AR EU)
Europa. 20 January 2022
AH. BMEESLEEDHEERELRIEI. AVSAVDHEEELE2—ICETS EU
LARDVITHALNEE (RA—T) DIEREFREKRLFELL,
FINEZEEZDREDLE BRMMNEZESDORBDLE. MBEE 26 HE. 7ARAIUR /1L
VI—DEBH. TEL 223 OBRBEBEIIWHEBELE - BEIA TV ELDE
FrvILFELI=,
PR REGSF-A T3 T = ybITLAR, FHFAF  BRRIVDD B
BY—EXHALDH 35D 2 A LEA—DEERICRMZELTOEL, AERR
L1501z 223 DI THARDSB 144 DI THARIENT, BRI ChODEEN
LEaA—DARYTHAZ L. THHOELEA— LB RO —EREERICERLIZEE
BICE o TEBEINEIDTHACLEZRIT D=DICTREENZEZL TS EEHEER
TEFEHALL,

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_394

5.00F V(IR -DIFUDBEER - EERETDAUFAL - TIYRTA— LD -1
T (X2 )TA4.EU)
Europa. 27 January 2022

13


https://ec.europa.eu/commission/presscorner/detail/en/ip_22_445
https://ec.europa.eu/neighbourhood-enlargement/news/international-day-education-statement-european-commission-and-high-representative-2022-01-24_en
https://www.emccglobal.org/about_emcc/social-responsibility/green-transition/#:~:text=Green%20Transition%20In%20December%202019%2C%20the%20European%20Commission,including%20pollution%2C%20loss%20of%20biodiversity%2C%20waste%2C%20and%20emissions.
https://www.emccglobal.org/about_emcc/social-responsibility/green-transition/#:~:text=Green%20Transition%20In%20December%202019%2C%20the%20European%20Commission,including%20pollution%2C%20loss%20of%20biodiversity%2C%20waste%2C%20and%20emissions.
https://ec.europa.eu/commission/presscorner/detail/en/statement_22_446
https://ec.europa.eu/info/live-work-travel-eu/consumer-rights-and-complaints/enforcement-consumer-protection/sweeps_en
https://ec.europa.eu/info/live-work-travel-eu/consumer-rights-and-complaints/enforcement-consumer-protection/sweeps_en
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_394

FRMEESIX. 2021 £ 11 A& 12 BIZa0F /)L ADAERICH LT, AIERICET

SITERENDERENEBEICATIREEFHRLELFEL

TikTok [&.3—RAY/ O BHF Yo RILTIIFUAT A ERIN-FEA. 10 BD 9
AARMNS 12 BIZIE 26 5 6 FARAE 3 FI2EMLIzERELELT=, Google [&. & 27
AEITEBESNTIVS COVID-19 DIUFUEBICHI AERIER/ ARILEZEHL, /b
RODIFUERBICEET HRBDBHEZMIBLEL -

Facebook |&. RI7VIVFUEERBEIZCEI>TEEINTILNS, BEEBERE. Ov—FJRK,

EREXMREL-ABERS IVIENASE RV I —IFHIBRLELT-,
Microsoft [&. BEFiahl=R) L —([ZEDE, NI KD —EDITIOF UL EEEFT
LTHY.EU TIX 11 AL 12 BIZHITTE 73 5 3,000 12Ty arhAFEELTLY
*9,

https://digital—strategy.ec.europa.eu/en/news/coronavirus—vaccine—disinformation—new—

actions—taken—online—platforms—end—last—year

14


https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation#:~:text=%EE%80%80The%20Code%20of%20Practice%20on%20disinformation%EE%80%81%20is%20the,to%20the%20closure%20of%20fake%20accounts%20and%20
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation#:~:text=%EE%80%80The%20Code%20of%20Practice%20on%20disinformation%EE%80%81%20is%20the,to%20the%20closure%20of%20fake%20accounts%20and%20
https://play.google.com/store/apps/details?id=com.ss.android.ugc.trill&hl=ja&gl=US
https://play.google.com/store/search?q=Google&c=apps&hl=ja&gl=US
https://www.facebook.com/
https://www.microsoft.com/ja-jp/
https://www.microsoft.com/ja-jp/p/shared-impressions/9wzdncrfjsxm?activetab=pivot:overviewtab
https://digital-strategy.ec.europa.eu/en/news/coronavirus-vaccine-disinformation-new-actions-taken-online-platforms-end-last-year
https://digital-strategy.ec.europa.eu/en/news/coronavirus-vaccine-disinformation-new-actions-taken-online-platforms-end-last-year

